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Overview 

Several months ago, Globalscape announced the latest release of its EFT Cloud Services (formerly known as Managed 

Information Exchange and Hosted EFT). This solution integrates the vendor’s Enhanced File Transfer (EFT) solution with a 

secure, scalable cloud infrastructure from hosting providers like Rackspace, offering organizations a secure, managed file 

transfer solution. With advanced security features to help ensure continuous compliance, the solution’s audit, logging, and 

reporting capabilities provide a streamlined record of network activity, meeting or exceeding the highest compliance 

standards including: HIPAA, Sarbanes-Oxley (SOX), PCI DSS, and FIPS 140-2 Validation, among others. Additionally, EFT 

Cloud Services is also available in AWS marketplace, and customers can leverage it to quickly spin up and run a cloud 

instance in Amazon infrastructure. 

Since every organization has its own business and technical needs, the vendor’s tiered services packages offer several 

options to help lower operational costs, increase IT efficiencies, and provide a higher level of data security along with 

consistent regulatory compliance. Additionally, the vendor is offering prospective customers a free 15-day trial so they can 

see how the solution can help meet their business and compliance needs. The setup fee is waived with one month paid, 

and a proof-of-concept engagement.  
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Three tiers of EFT Cloud Services include: 

Tier 1/Basic: 

 24/7 data upload and download; RESTful Web Service for scalability and performance; and antivirus protection. 

 1 TB storage; weekly full backup; support during U.S. business hours; and 1 client per VM. 

Tier 2/Standard: 

 24/7 data upload and download; RESTful Web Service for scalability and performance; and antivirus protection. 

 1 TB storage; daily incremental backup, weekly full backup, 30-day retention; and 1 client per VM. 

 PCI DSS enabled. 

  Server push/pull Internet communication to initiate a transaction and request transmission. 

  Integrated Virtual Private Network (VPN) to reduce/eliminate cloud storage requirements by moving data into and 

out of back-office servers. 

Tier 3/Platinum: All the benefits of Basic and Standard packages with these additions:  

 AS2 protocol support for secure, reliable data transfers over the Internet; and ad hoc transfers via a web browser. 

  RADIUS server for two-factor authentication, authorization, and accounting. 

  After-hours emergency support. 

 Up to 10 TB storage and 1 client per VM. 

The Ongoing Challenge: Securing Business-critical Data and Ensuring Compliance  

No matter the industry, in today’s business environment, IT is constantly being challenged with providing users with easy 

access to the right information while securely managing the network, ensuring compliance, and protecting and securing 

sensitive information. As illustrated by countless data breaches over the past several years, we’ve seen business-critical 

data and sensitive information continuously under attack from both outside and inside the corporate firewall. 

Organizations are doing their best to protect and secure their data, as well as meet compliance—though most are still 

reluctant to store their business-critical data in the cloud due to security and compliance issues (regardless of the 

flexibility, increased manageability, and reduced costs associated with the cloud). Instead, many businesses are using on-

premises or hybrid approaches to ensure control of their sensitive information, while also ensuring consistent regulatory 

compliance. 

In fact, previous ESG research looked at the types of data existing and potential enterprise file sync and share (EFSS) users 

disallow from being stored with cloud service providers. The responses, which were mostly consistent across current and 

potential online file sharing (OFS) users, ranged from regulated data to intellectual property. But the bigger takeaway is 

that at least 90% of respondent organizations—regardless of current OFS status—impose restrictions on at least one type 

of potentially sensitive information (see Figure 1).1 This seems to suggest that the majority of organizations have 

reservations around how service providers handle sensitive company data. 

                                                           
1
 Source: ESG Research, Online File Sharing and Collaboration: Deployment Model Trends, February 2014. 

http://research.esg-global.com/reportaction/OFSdeploymentmodeltrends/Marketing
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Figure 1. Types of Data Prohibited from Cloud Services Providers, Current versus Potential Users  

 
Source: Enterprise Strategy Group, 2016 

What businesses are looking for is a simple, efficient means for deploying a secure, managed file transfer solution that 

offers the benefits of electronic file transfer—but without the security risks associated with the cloud.  

Globalscape: Protecting Sensitive and Business-critical Data, and Helping to Ensure Compliance   

An enterprise solution provider of secure information exchange software and services for more than 20 years, Globalscape 

has been helping organizations of all sizes, as well as governments, keep sensitive and business-critical data secure. The 

Globalscape suite of solutions delivers military-grade security and a customizable platform for achieving best-in-class 

control and visibility of data in transit or at rest, across multiple locations.  

With the latest release of EFT Cloud Services, Globalscape’s solutions now offer a cost-efficient means for IT to secure and 

manage sensitive and business-critical data, while helping to ensure compliance. Using a cloud infrastructure with well-

known providers such as Rackspace and others, organizations don’t need to forfeit the security that the vendor’s on-

premises EFT solution offers. 

Secure Environment, Simplified Compliance, and Streamlined User Access 

EFT Cloud Services gives IT the ability to easily set up a secure environment, simplifying administration by providing real-

time activity monitoring and full visibility into all data transactions. With the capability to track and audit all network user 

activity and file movement, administrators are quickly alerted to any potential threats, and are able to take swift action to 
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mitigate or eliminate risk (with the ability to wipe and sanitize data when necessary). The solution’s auditing and reporting 

features allow organizations to more easily meet compliance. 

Automation Saves Time and Expense 

These days, IT resources run lean, so companies are constantly looking for ways to reduce the time IT spends on routine 

maintenance and labor-intensive activities. With the solution’s automation capabilities, time spent on maintenance and 

time-consuming activities are cut, helping to shrink operational costs and the human error associated with manual tasks. 

An easy-to-use interface provides a streamlined means for users to access information without impeding productivity.  

Cost-effective Deployment Options  

EFT Cloud Services offers flexible deployment options including cloud or partial cloud for a hybrid deployment, allowing 

organizations to keep mission-critical data on-premises. EFT Cloud Services offers: 

 Full-time intrusion detection and antivirus protection. 

 Data encryption. 

 Enhanced password security controls. 

 Active port monitoring, auditing, and reporting capabilities. 

 High availability with redundant failover capabilities. 

 Fully managed firewall infrastructure. 

 SSAE 16-compliant data centers. 

 Options for secure transport protocols. 

 Web portal for self-service administration and an intuitive user interface. 

The Bigger Truth  

Although organizations require a secure enterprise file solution that offers fast deployment and no downtime (i.e., benefits 

of the cloud) combined with comprehensive security to protect and secure their business-critical and sensitive data, many 

of these organizations are not ready to commit themselves totally to the cloud. That said, Globalscape’s updated EFT Cloud 

Services offers a powerful, secure managed file transfer (MFT) platform in the cloud, but gives companies the option to use 

EFT Cloud Services as a hybrid solution where particular data is kept on-premises, while other data is sent to the cloud. 

With its cost-effective automation tools and advanced user management, organizations that are not ready to go all-in to 

the cloud would do well to assess Globalscape’s EFT Cloud Services. 
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